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Instructions
General Overview:
This Written Information Security Program (WISP) Template can be used to assist your company in developing a WISP that reflects the steps you take to protect Non-public Personal Information (NPI) (as defined within the WISP) that you collect and/or maintain.
The basic questions you should answer as part of developing your WISP include:
· What kind of data do you maintain in your business? 
· What data is considered NPI?
· How is that data handled and protected?

· Who has access to that data and under what circumstances?
How to Use this Document:
This WISP should be modified to reflect the specific risks to the security and integrity of the NPI your company collects and/or maintains as well as the specific safeguards you have implemented to guard against inadvertent disclosure of such NPI.

This entire document should be thoroughly reviewed and tailored to demonstrate how your company collects and/or maintains NPI and how your company secures the NPI it retains. Throughout this document, you will find sections highlighted in yellow, which indicate areas that require you to insert specific information about your company’s operations relative to information security. Please note that your company should modify both highlighted and non-highlighted sections of this document.
This document contains references to all states in which CATIC and CATIC Title currently operate. You may need to consult additional resources to ensure compliance with all applicable state and/or federal laws, regulations, ethical requirements, standards, and other obligations. 
Considerations for Section V: Risks

To assist in identifying the risks to NPI disclosure in your company, you should consider the following questions:

· Does your company handle or store sensitive data or data that includes NPI about your employees or your customers?

· Does your company have an internal network (i.e., a group of computers connected together) and/or a Wireless Local Area Network (e.g., a Wi-Fi router)?

· Does your company have a public website?

· Do you use either a business email account or personal email account to conduct business or interact with customers and/or employees?

· Does your company have more than one employee?

· Does your company use any internet-connected mobile technology, such as smartphones, laptops, and tablets?

· Does your company have physical assets that need to be protected, including printed material and electronic equipment?

· Does your company store data that would be valuable to cyber criminals, such as proprietary information valuable to your company's operations or NPI?

· Does your company accept credit card payments or other electronic payments (e.g., Venmo or PayPal)?

Based on your answers to the questions above, and considering your company’s operations, you should assess the risks to the security and integrity of any NPI you collect and/or maintain. Include the results of your assessment in this section of the WISP as well as the locations you identified where your company has NPI.  
Also, as a part of the Risks section, you should include areas, timeframes, and the means of access, both physical and electronic, that any third-party providers have to NPI at your company. 

Considerations for Section VI: Safeguards

In this section of the WISP, include the protections your company has implemented to safeguard the NPI your company collects and/or maintains based on the Risks identified above. To assist in creating adequate safeguards for NPI, please consider the following questions:

· Have you created an inventory of all the NPI your business collects and/or stores?

· Do you identify and protect NPI? If so, how?

· Do you control access to your data? If so, how?

· Do you back up your data? If so, how?
· Do you assess your backup of data regularly to ensure proper functionality?
· Do you have a plan for data loss or theft?

· Do you train your employees regarding data security protocols?

· Do you secure your networks to ensure only authorized parties have access to your data?

· Do you utilize encryption to protect NPI?

Please note that it is critical that you actually implement all safeguards you include in this section. Adopting policies and procedures to which you do not adhere could expose your company to greater liability. Your company should regularly review these safeguards and perform internal tests and/or audits to ensure compliance.
Disclaimer: CATIC has created this sample template as a resource to assist agents in developing their own specific Written Information Security Programs. Each company may have different obligations applicable to data security that arise out of state and/or federal laws, rules, regulations, ethical requirements, standards, etc. A thorough review of this template is necessary to ensure that appropriate modifications are made to reflect the security measures you have in place.
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I. Policy Statement
The [INSERT COMPANY NAME] (Company) Written Information Security Program (WISP) is intended as a set of comprehensive guidelines and policies designed to safeguard all Non-public Personal Information maintained by the Company, and to comply with applicable laws and regulations regarding the protection of Non-public Personal Information, as that term is defined below, found in records and in systems owned and/or maintained by the Company.
II. Objective 

The objective in developing and implementing this comprehensive WISP is to create effective administrative, technical and physical safeguards that are appropriate to the size, scope and type of business of the Company, the number of resources available to the Company, the amount of Non-public Personal Information (NPI) stored (electronically and physically), and the need for security and confidentiality of both consumer and employee information. This WISP sets forth the Company’s procedures for evaluating its electronic and physical methods of accessing, collecting, storing, using, transmitting, and protecting consumers’ and employees’ NPI.  

For purposes of this WISP, “Non-public Personal Information” means an individual’s first name and last name or first initial and last name in combination with any one or more of the following data elements that relate to such individual: 
a. Social Security number; 
b. driver's license number or state-issued identification card number;
c. financial account number, or credit or debit card number, with [(or without)] any required security code, access code, personal identification number or password, that would permit access to an individual’s financial account;

d. [insert additional elements that are considered NPI under your state’s data security or other applicable law(s) and/or regulations]
Please refer to your state’s data security law and applicable regulations to ensure the definition of Non-public Personal Information meets your state’s requirements.
Provided, however, that “personal information” shall not include information that is lawfully obtained from publicly available information, or from federal, state or local government records lawfully made available to the general public.
III. Purpose & Scope
The purpose of this WISP is to: 
· ensure the security and confidentiality of employee and consumer NPI; 
· protect against any anticipated threats or hazards to the security or integrity of such information; and 
· protect against the unauthorized access to or use of such information in a manner that creates a substantial risk of identity theft or fraud.
In formulating and implementing this WISP, the Company has identified reasonably foreseeable internal and external risks to the security, confidentiality, and/or integrity of any electronic, paper, or other records containing NPI. The Company has also assessed the likelihood and potential damage of these threats, taking into consideration the sensitivity of the personal information. In addition, the Company has evaluated the sufficiency of existing policies, procedures, customer information (company and document management) systems, and other safeguards in place to control such risks.

This WISP has been designed and implemented to put safeguards in place to minimize identified risks, consistent with all applicable state and/or federal requirements; and to regularly monitor the effectiveness of those safeguards.

IV. Security Manager  
The Company has a designated Security Manager who will be responsible for the following:

a. Implementation of the WISP.

b. Maintaining and updating the WISP at least annually (in accordance with e. and f. below).

c. Training Company owners, employees, both temporary and permanent, through initial as well as ongoing training, on the WISP, the importance of maintaining the security measures set forth in this WISP, and the consequences of failures to comply with the WISP.
d. Assessing employees’ compliance with the measures of the WISP.

e. Reviewing the scope of the security measures set forth in the WISP at least annually, or whenever there is a change in business practices that may implicate the security or integrity of records containing NPI, and modifying the WISP accordingly.

f.        Monitoring the effectiveness of the security program set forth in the WISP, testing the safeguards contained therein, and making changes to the WISP when necessary.
g. Evaluating third-party providers’ contracts and agreements to ensure providers can meet the NPI protection standards and requirements contained in this WISP.
V. Risks
The following areas have been identified as reasonably foreseeable internal and external risks and have been assessed, considering the safeguards which are implemented as part of this WISP, as noted: 
Please refer to the Instructions to assist in identifying the Risks to NPI disclosure in your Company. 


Below are a few examples of the risks that may be addressed in your company’s WISP. This section should be modified based on the risks your company identifies relating to the protection of NPI and based on what is required of your business.   
1. Non-public Personal Information is used during the preparation of real estate closing documents.
· Some of this NPI is found on paper records and files that are maintained at employees’ desks while the corresponding transactions are active.  Some additional paper files and documents containing NPI are kept in a locked filing cabinet. 
· Upon completion of a transaction, the paper records and files for an account are shredded and/or placed in a locked shred bin until a third-party service provider, a shredding company, is called to collect and dispose of these papers via shredding. A receipt and certificate of destruction is provided once the papers have been shredded.
· NPI is also maintained in an electronic format within Company systems, which contain both client and employee NPI. All Company employees have a unique user ID and password for systems that contain NPI, and security permissions are set to restrict access to employee data to management only.  
2. Authorized Company employees have physical access to the locked filing cabinets that are maintained at the Company that contain NPI.  These Company employees are deemed to have a true, business-related need, to have access to said information.  
3. NPI is also transmitted digitally, including via email, during the course of normal Company operations. All digital transmission of NPI is encrypted to render the personal information unreadable and/or unusable.
VI. Safeguards
The measures in this section are now implemented to address the risk areas noted in the above section of the WISP.  
Please refer to the Instructions to assist in identifying the Safeguards that your company has implemented to protect the NPI that your company collects and/or transmits. 
Below are a few examples of safeguards that your company may consider implementing. This section should be modified based on the protections your company has implemented to protect NPI. 

A. Safeguards Against Internal Risks and Threats
To combat internal risks to the security, confidentiality, and/or integrity of any electronic, paper, or other records containing NPI, and to evaluate and improve, where necessary, the effectiveness of the current safeguards for limiting such risks, the following measures are mandatory and are effective immediately:
1. An electronic copy of the WISP will be distributed to each employee, and new employees, who shall, upon receipt of the WISP, acknowledge that he/she has received a copy of the WISP.
2. There will be immediate training and annual retraining of employees on the detailed provisions of the WISP.
3. All employees are required to comply with the provisions of this WISP and are prohibited from using NPI in any nonconforming manner during or after employment. Disciplinary action will be imposed for violations of the security provisions of this WISP, taking into account the nature of the violation and the nature of the NPI affected by the violation. A portion of employees’ performance evaluations will be based on the adherence to the provisions of this WISP.
4. The amount of personal information collected should be limited to that amount reasonably necessary to accomplish the Company’s legitimate business purposes, or necessary for the Company to comply with other state or federal regulations. The NPI required for the Company’s legitimate business purposes includes, but is not limited to, consumers’ names, addresses, social security numbers, and drivers’ license numbers.
5. Access to records containing NPI shall be limited to those persons who are reasonably required to access such information in order to accomplish the Company’s legitimate business purpose or to enable the Company to comply with other state or federal regulations. 
6. Electronic access to user identification shall be blocked after multiple unsuccessful attempts to gain access. The Security Manager shall be responsible for determining the number of unsuccessful attempts that will be permitted prior to blocking access.
7. Employees are prohibited from removing files, records or documents that contain NPI from the Company’s premises.  The only allowable use of said files, records, or documents will be in an electronic format on an encrypted and approved portable device, as noted below in the External Risks & Threats section.
8. All security measures shall be reviewed at least annually, or whenever there is a material change in the Company’s business practices that may reasonably implicate the security or integrity of records containing personal information. The Security Manager shall be responsible for this review and shall fully apprise management of the results of that review and any recommendations for improved security arising out of that review. 
9. Terminated employees shall return all records containing NPI, in any form, that may at the time of such termination be in the former employee’s possession (including all such information stored on laptops or other portable devices or media, and in files, records, work papers, etc.). 
10. An employee’s physical and electronic access to NPI shall be immediately blocked upon termination. Such terminated employee shall be required to surrender all keys, IDs or access codes or badges, business cards, and the like, that permit access to the firm’s premises or information. Moreover, such terminated employee’s remote electronic access to NPI must be disabled; his/her voicemail access, e-mail access, internet access, and passwords must be invalidated. 
11. Current employees’ passwords used to access Company systems must be changed periodically. The Security Manager shall be responsible for determining the frequency of such password changes.
12. Access to personal information shall be restricted to active users and active user accounts only. 
13. Employees are required to report any suspicious or unauthorized use of NPI to their supervisor. 
14. Whenever there is an incident that requires notification under any applicable state and/or federal laws, there shall be an immediate mandatory post-incident review of events and actions taken, if any, with a view to determining whether any changes in the Company’s security practices are required to improve the security of NPI for which the Company is responsible. 
15. Employees are prohibited from keeping open files or documentation containing NPI on their desks when they are not at their desks.  Employees shall use a folder and/or a locked drawer to store documentation that contains NPI while away from their desks.
16. The Company has developed the following rules that ensure reasonable restrictions upon physical access to records containing NPI are in place.  
a. Any documentation or files containing NPI are to be kept in a folder in a locked desk drawer during periods of absence from the Company office, including leaving at the end of the workday. 
b. Visitors’ access is restricted to the front door of the Company, and visitors shall not be permitted to visit unescorted any area within Company premises that contains NPI. 
c. While visitors (clients or prospects) are at an employee’s desk, any files or documentation containing NPI shall be maintained out of the sight of the visitor(s), unless the documentation or files pertain to said visitor.
17. Access to electronically stored NPI shall be limited to those employees having a unique log-in ID; and re-log-in shall be required when a computer has been inactive for a period of time as determined by the Security Manager. 
18. Paper or electronic records (including records stored on hard drives or other electronic media) containing NPI shall be disposed of only in a secure manner in compliance with any applicable state and/or federal requirements. All paper records and files (after scanning if appropriate), after being processed in accordance with Company protocol, will be shredded and/or placed in the locked shred bin.  The Security Manager will maintain the key and lock for the shred bin and will be responsible for contacting the shredding company to dispose of the paper files as needed.

B. Safeguards Against External Risks and Threats
To combat external risks to the security, confidentiality, and/or integrity of any electronic, paper, or other records containing personal information, and to evaluate and improve, where necessary, the effectiveness of the current safeguards for limiting such risks, the following measures are currently in place:  
1. Firewall protection and operating system security patches, reasonably designed to maintain the integrity of the personal information, are installed on all Company systems processing and/or storing NPI. These protections are updated daily automatically (and manually when needed) on all Company systems. 
2. System security software, which includes malware protection, patches and virus definitions, is installed on all Company systems processing and/or storing NPI. This software is updated daily automatically (and manually when needed) on all Company systems.
3. All records and files transmitted across public networks, e.g., via email or wirelessly, must also be, to the extent technically feasible, encrypted. Encryption requires the transformation of data into a form in which meaning cannot be assigned without the use of a confidential process or key, unless otherwise defined by applicable state and/or federal requirement. 

4. Any portable electronic device or laptop that is used in Company operations or that contains NPI for Company clients, prospects, or employees must also be encrypted as defined in the above paragraph. 
5. All Company computer systems will be monitored for unauthorized use of or access to personal information. Any unauthorized use or access found will be immediately reported to the Security Manager.  In addition, action will be taken to assess the impact of the unauthorized use/access, appropriate measures will be taken against employees not complying with this WISP, and updates will be made to the safeguards specified in this WISP if needed to prevent future unauthorized access/use of NPI. 

6. Secure user authentication protocols are in place on Company systems, including (1) protocols for control of user IDs and other identifiers; (2) a reasonably secure method of assigning and selecting passwords; (3) control of data security passwords to ensure that such passwords are kept in a secure location (e.g., a password manager).  
Appendices
C. WISP Revision History

To be maintained by the Security Manager as specified in Section IV, supra.
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D. List of Applicable Data Security Statutes and Regulations

	Federal
	Citation

	Gramm-Leach-Bliley Act (GLBA)
	15 U.S.C. §§ 6801-6809, §§ 6821-6827

	
	FDIC Consumer Compliance Examination Manual – June 2016

	Federal Trade Commission Act
	15 U.S.C. § 41 et seq.

	State
	Citation

	Alabama
	Ala. Code § 27-62-1 et seq.

	
	Ala. Code § 8-38-1 et seq.

	Connecticut
	Conn. Gen. Stat. § 36a-701b

	
	Conn. Gen. Stat. § 38a-38

	Florida
	Fla. Stat. § 501.171

	Georgia
	O.C.G.A. § 10-1-910 et seq.

	Illinois
	815 Ill. Comp. Stat. 530/

	Indiana
	IC 27-2-27

	
	IC 24-4.9

	Kentucky
	Ky. Rev. Stat. Ann. § 304.3-750 et seq. (scroll down to bottom of page)

	
	Ky. Rev. Stat. Ann. § 365.732

	Maine
	Me. Rev. Stat. title 24-A § 2261 et seq.

	
	Me. Rev. Stat. title 10 § 1346 et seq.

	Massachusetts
	Mass. Gen. Laws Ch. 93H

	
	201 CMR 17.00

	New Hampshire
	NH Rev. Stat. §§ 359-C:19 - 359-C:21 

	
	NH Rev. Stat. § 420-P

	New Jersey
	N.J. Stat. §§ 56:8-161 - 165

	New York
	N.Y. Gen. Bus. § 899-AA

	
	N.Y. Gen. Bus. § 899-BB (NY SHIELD Act)

	
	N.Y. State Tech. Law 208

	
	23 NYCRR 500

	North Carolina
	N.C. Gen. Stat. Ann. § 75-60 et seq.

	Ohio
	Ohio Rev. Code Ann. § 3965

	
	Ohio Rev. Code Ann. § 1349.19

	Pennsylvania
	73 Pa. Stat. §§ 2301 et seq.

	Rhode Island
	R.I. Gen. Law § 11-49.3 et seq.

	South Carolina
	S.C. Code Ann. § 38-99

	
	S.C. Code Ann. § 39-1-90

	Tennessee
	Tenn. Code Ann. § 56-2-1001 et seq.

	
	Tenn. Code Ann. § 47-18-2101 et seq.

	Vermont
	Vt. Stat. title 8 § 4728

	
	Vt. Stat. title 9 §§ 2430, 2435


E. Additional Resources

	Source
	Resource

	National Association of Insurance Commissioners (NAIC)
	Insurance Data Security Model Law

	American Land Title Association (ALTA)
	Title Insurance & Settlement Company Best Practices

	Federal Communications Commission (FCC)
	Cyberplanner
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